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Abstract
In the past three decades, especially in the aftermath of September 11th, significant effort has been
focused on developing technologies for aviation security. Security inspectors have considerable
latitude to wave passengers into additional screening, and pat-downs are extensive and thorough.
Immigrants, individuals from minority groups, and persons from specific ethnicities are targetted
more, and accuse authorities of racial profiling and discrimination in both the "random" selection
and the actual pat-down procedure, but are often reluctant to resist or file official complaints.
Expensive, intrusive technologies at security officials' disposal reinforce an inherent power imbalance
between authorities and passengers, and set the space for abuse of power.
To date, the only tool at a target's disposal is a verbal or written account of their experience that
may or may not be taken seriously. Moreover, existing airport security legislation is flawed and open
to interpretation, and official standards used to define a breach are absent or lax. <random> search
is an an instrument, a neutral, quantifiable witness to the screening process. Undetectable, wearable
pressure sensors, implemented with Quantum Tunneling Composites (QTC), are distributed across
the undergarment in order to monitor and record inappropriate or unjustified searches. By allowing
the traveler to log and share the experience s/he is going through, the 'smart' body suit attempts to
quantify the search using a common platform and standardized measurements. The digital record
is repeatable and legible enough to be used as evidence to hold security officials accountable for
their actions. <random> search is a personal, voluntary technology that does not impose a course
of action on the wearer, but rather offers him/her a record to analyze, incriminate, share, perform,
or simply keep.
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Chapter 1
Background
1.1 Airport Security: past and present
"I remember the day when flying somewhere was like taking a bus. After I moved to
Boston, I went to visit my friend in Texas once, and I swear,...it was easier than going
to 77 Mass Ave and taking the number 1 bus. I went to the airport, bought my ticket,
walked to the gate, boarded the plane, and a few hours later, arrived in Houston... none
of that arrive 2 hours prior to departure or put your shoes and keys on the conveyor
belt... it was just hop on and hop off". - Ms. Thalia Rubio, MIT instructor
Hearing stories like this always sound surprising to me. As I sit in the MIT Writing Center, going
over my thesis again and again, trying to digest my past two years at the Media Lab, I listen to
Thalia speaking of a time I cannot comprehend; a time when airports had no security checkpoints,
X-ray machines and metal detectors; a time when you didn't have to stand in a long line, afraid
that you would be selected for a "complimentary" physical; a time when passenger and baggage
screening were not part of the equation and travelers with permits were allowed to fly armed.
On a rainy Thanksgiving Eve, Nov. 24, 1971, a man calling himself Dan Cooper walked up to the
Northwest Orient Airlines ticket counter at Portland International Airport. He bought a ticket to
Seattle in cash, waited peacefully to board the plane and took a seat near the back. He wore a
dark business suit, a neatly pressed white shirt, and loafers [50). Minutes after the plane was in the
air, he called the flight attendant, and, as he was paying for his drink, handed her a note: "I have
a bomb in my briefcase. You are being hijacked". A few hours later, and after receiving a ransom
of $200, 000, D.B. Cooper lept out of the aircraft and was never to be found again. No surveillance
camera images or identity records were available to determine who he was.
The D.B. Cooper incident was one of many -albeit not all so amicable- skyjackings that occurred
in the 60s and 70s '. In 1972, the Federal Aviation Administration (FAA) reacted and made com-
prehensive searches of passengers and their luggage mandatory for all airlines [54], marking the
first substantial attempt to bring security procedures into the airport. Initially authorities placed
attention on monitoring security barriers, but gradually, personal identification and detection of
carried illegal substances and weapons came to the forefront. Gradually, security procedures were
strengthened, security technologies were introduced, and passenger aircraft regulations were rein-
forced. Gradually we saw -or didn't see- our civil liberties deteriorate.
And then September 11th happened.
These horrific events changed America's present and future, and with it, the world's. Articles
pertaining to airport security invariably divide the field into 'pre 9/11' versus 'post 9/11' eras.
Changes would no longer be gradual. In response to the attacks, the U.S. government undertook
"the biggest expansion in federal powers and the most free-handed new spending of federal dollars
in decades" [33]. Congress, with little debate, "approved $40 billion in emergency spending and
a $15 billion bailout for airlines" [33) and passed the law to create the largest new federal agency
since 1930, the Transportation Security Administration (TSA). The TSA would be responsible of
implementing safety procedures and policies with special attention on aviation security [18]. The
'Partial list:
1958: First Cuba-to-U.S. hijacking
1960: The first US-to-Cuba hijacking
1968: The first Arab-Israeli hijacking, El Al plane
1974: Samuel Byck attempts to hijack Delta Air Lines flight 523 to Atlanta
1976: Palestinian group hijacks Air France Flight
1979: Two East Germans hijacked an airplane to West Berlin etc. (52]
TSA strengthened passenger screening procedures, increased the frequency of pat-down searches,
and enhanced their thoroughness. Administration also "increased U.S. investments in counter
terrorist intelligence, placed thousands of National Guard troops at airports, and expanded the use
of armed air marshals on domestic flights" [36].
Figure 1-1: Where do you wish to travel to?- September 10th [8]
In a 15-page article published in the Independent Review in September of 2003, Roger Roots speaks
of the U.S. government's tendency, since the early 20th century, to respond to crises with severe
security measures that do little to solve actual problems.
"Emergencies often cry out for drastic and expensive changes in public policy that later,
on reflection, seem ill-conceived. Government responses to the Great Depression, for
example, drastically altered the U.S. system of limited government and took an immense
toll on American liberty and private property rights a toll that has never been repaid.
Declaration of a national emergency in 1933 facilitated the creation of a number of
colossal government programs that survived long after the Depression had ended, even
if they had done nothing to end the Depression. A similar climate of hysteria regarding
alleged runaway drug use in the late 1980s prompted government officials to fill U.S.
prisons with casualties of the war on drugs, but the laws passed in response to that
hysteria produced less-than-satisfactory advances against actual drug use [36]".
Similarly, the U.S. government's response to September 11th was affected by a state of general
panic and anxiety; most of us expected, and accepted, that freedom was a price to pay for secu-
rity. Then, in September 2004, after the explosions of two Russian airliners thought to have been
caused by Chechen women transporting explosive devices concealed under their clothing, the TSA
strengthened its screening procedures even more. Pat-down inspections would be more frequent,
screeners were given more latitude to wave passengers into additional screening, and explosive
trace detection machines would be used intensively for passenger carry-on bag inspections [11).
The public, by and large, conceded that the new procedures were necessary precautions, adapting
to what was identified by some as the iodine syndrome: "If it stings, it's doing something good" [9].
As airport regulations and screening procedures became more intensive, complaints against secu-
rity officials increased. Individuals and minority group associations accused authorities of exercising
racial profiling and discrimination when selecting people for secondary screening, and of carrying
out invasive pat-downs. In a study by the General Accounting Office, black female U.S. citizens
were found "nine times more likely than white female U.S. citizens to be subjected to x-ray searches
by the Customs Service". Black women were also more likely to be subjected to "highly intrusive
body cavity searches but were less likely to be found carrying contraband" [48].
The actual pat-down procedure has raised concern among travelers as to its degree of invasiveness.
Often, the frisk makes people feel belittled, humiliated and even violated, but these experiences do
not always lead to complaints to the TSA because individuals, especially those of a certain race or
ethnicity, prefer not to draw attention to themselves. What passengers perceive to be inappropriate
searches rarely get reported, and those that do hardly ever make headlines. One incident that did
get media coverage was the pat-down of Broadway star Patti LuPone in November of 2004. After
having removed her jacket and successfully going through the metal detector at the Fort Lauderdale
airport, LuPone was waved into secondary screening. There, without offering any explanation, the
inspector frisked her chest area aggressively with the palm of her hand, in a manner that LuPone
compared to a "breast exam" [29]. The incident was highly publicized, and for a short period of
time engendered a dialogue in the media about questions of violations of the 4th amendment, to
the U.S constitution, by security officials 2. While it might be relatively easy for a high profile
actress, such as LuPone, to report an incident of this sort, I believe, it is much less so for people
belonging to certain minority groups. The question becomes very different when a person is vul-
nerable in terms of being problematized because of their ethnicity, nationality or political affiliation.
Figure 1-2: Mammogram Checkpoints [42]
The TSA itself, acknowledging a complex problem, undertook a series of steps to attempt to address
it. On December 23, 2004, in response to the complaints of LuPone and others, the TSA issued
2The fourth amendment, search and seizure, states the following: "The right of the people to be secure in their
persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants
shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be
searched, and the persons or things to be seized" [12].
new guidelines for screeners. In the new procedure, the chest area is only patted-down if it triggers
an alarm in a hand-held metal detector or "there is an irregularity or anomaly in the person's
clothing outline" [1]. In February 2005, the TSA developed its 7-point Pledge To Travelers to
better inform passengers of their rights and to emphasize its commitment to customer service (see
Figure 1-3). The pledge vows to treat passengers "with courtesy, dignity and respect during the
screening process" and accept all feedback "to continually enhance the screening experience" [46].
TSA Pledge To Travelers
We pledge to do everything we can to ensure that your
flight is secure.
> We pledge to treat you with courtesy, dignity, and
respect daring the screening process.
0 We pledge that if additIonal screening Is required,
we wiN commanicate and explain each step of the
additional screening process.
We pledge to honor your request for a private screening
at any time during the screening process.
P We pledge that if aditinal screening of your person
is required, we will make every effort to ensure screening
by same gender.
A We pledge to accept all feedback and to consider your
Input as a vital part of our effort to continually enhance
the screening experience.
1 We pledge to respond to your comments in a timely manner.
TSA Contact Center 1-866-289-9673 www.tsa.gov
Figure 1-3: TSA's Pledge to Travelers [46]
The TSA has also continuously sponsored an array of initiatives designed to realize and evaluate
technologies that enable efficient and effective airport security [21]. Based on the assumption that
technology can be uninvasive and unbiased, efforts have been put into creating devices that can
make the passenger screening process "less personal" and more efficient. One example, already
implemented in 20 airports, is the Trace-Detection machine. The machine looks similar to a metal
detectors, blowing air and chemical particles onto a person's body, penetrating pores in the person's
clothes, causing considerable discomfort. The air is then analyzed for traces of known chemical
explosives such as TNT and RDX.
Another example is Backscatter X-ray technology which form a high-resolution image of a person's
body, without clothes, exposing hidden weapons or explosives, as well as private body parts. Other
products, including Millimeter-Wave sensors and biometrics, are being tested based on the argu-
ment that they are autonomous, neutral, and hence are less invasive than pat-downs performed by
human beings [34].
While a metal detector, a magnetometer wand or a trace detection machine are conceivably neutral
technologies in of themselves, the way they are utilized by airport officials precludes objectivity. A
security official includes his/her subjectivity when s/he decides who needs secondary screening, they
carry out their judgment while they are patting-down a person, they exercise the quasi-absolute
authority invested in them when they are dealing with a traveler. While the majority of airport
officials are attempting to do their jobs in securing aviation, I argue that the very nature of the power
dichotomy between screener and traveler -as demonstrated by very influential twentieth century
social psychology studies on power and obedience- prepares the terrain for abusive authority.
1.2 Unfettered authority leads to abuse
In 1961, psychologist Stanley Milgram conducted a series of studies at Yale University that came to
be known as one of the most famous social-psychological research of all time. Through a number of
laboratory experiments, Milgram presented a disturbing view of human nature. He proved that the
sheer power of an authority can "compel someone to hurt an innocent person, despite the absence
of coercive means to back up the commands" [6]. The context of Milgram's research was firmly
set in the aftermath of the Nazi Holocaust. For years, psychologists had been trying to explain
how "apparently normal people could so readily turn into brutal killers" as the Nazis did in World
War 11[6]. However, Milgram's research was unique in its approach and contribution. Contrary to
other researchers, he brought to the investigation an objectivity by using a scientific methodology
that made the results undeniable and conclusive:
"A substantial proportion of people do what they are told to do, irrespective of the
content of the act and without limitations of conscience, so long as they perceive that the
command comes from a legitimate authority ... This is, perhaps, the most fundamental
lesson of our study: ordinary people, simply doing their jobs, and without any particular
hostility on their part, can become agents in a terrible destructive process". -Stanley
Milgram, 1974 [6]
On August 7th, 1961, Milgram started his experiments at Linsly-Chittenden Hall, Yale University.
He paid volunteers, recruited by an advertisement in the New Haven Register, to participate in
what he called a study of memory. After being greeted by the experimenter, a stern looking man
in a gray coat, the subject would be introduced to another (alleged) participant in the study (ac-
tually an actor hired by Milgram). The experimenter explained that the study was investigating
the theory that punishment reinforces the learning experience. Both participants (the subject and
the actor) were to draw a piece of paper in order to determine whether they would be a teacher or
a learner. The subject was unaware that both papers were labeled 'teacher', and that he was being
set up for an erroneous experiment. The learner (the actor) then went into another room, where he
was strapped to an armchair with electrodes attached to his wrists and had four switches in front
of him. The teacher, from next door, was required to ask the learner a multiple choice question,
and if he answered incorrectly, to turn the dial on (what he believed to be a genuine) electric shock
machine connected to the electrodes. The experimenter, standing with the teacher, ordered him to
increase the value of the shock when the learner made a mistake, ranging from SLIGHT SHOCK,
MODERATE SHOCK, STRONG SHOCK, VERY STRONG SHOCK, INTENSE SHOCK, EX-
TREME INTENSITY SHOCK, DANGER: SEVERE SHOCK. As the shocks became stronger, the
teacher could hear the learner's cries of pain through the walls. However, the experimenter insisted
the teacher continued, even as the cries intensified. While before the experiment, polled psycholo-
gists unanimously believed that only a few sadists would be prepared to give the maximum voltage,
the experiment showed that "65 percent of participants administered the final 450-volt shock" [43].
A few years later, a team of researchers led by Philip Zimbardo conducted the Stanford Prison ex-
periments, a variation of the Milgram experiment. Twenty four, predominantly white, middle-class
respondents to a newspaper ad, deemed "most psychologically stable and healthy" were selected to
participate in a "two-week prison simulation" out of the basement of the Stanford Psychology De-
partment. Randomly, half of the group were assigned as 'prisoners', and the other half as 'guards'.
Guards were told it was their responsibility to run the prison, and were given a uniform and some
batons. Very quickly, the guards started abusing their power: bathroom rights and food were
frequently denied, "some prisoners were made to clean toilets using their bare hands", and others
"endured forced nudity and even homosexual acts of humiliation". Members of the researcher's
group note that "as the experiment proceeded, several of the guards became progressively more
sadistic - particularly at night when they thought the cameras were off" [55]. Within six days, the
researchers felt the experiment was so out of control that they shut it down, eight days early.
More recently, a horrifying abuse of power occurred in U.S. run prisons in occupied Iraq, causing an
international stir. In January 2004, a sergeant member of the United States military police alerted
the U.S. military command of prisoner abuse in Abu Ghraib, Iraq. He provided photographs of
soldiers and sergeants carrying out physical, sexual and emotional abuse to detainees under their
command. An investigation was launched by U.S. Army Major General Antonio Taguba, and in
April 2004, Taguba published a 53-page report classified "Secret", concluding that U.S. soldiers
had committed "egregious acts and grave breaches of international law" at Abu Ghraib [51]. Be-
tween October and December 2003 there were numerous instances of "sadistic, blatant, and wanton
criminal abuses" of prisoners, of whom more than 60% were "not a threat to society". The report
shows that guards invented their own rules and their actions were approved of by supervisors. In
short, it was a real-life Stanford Prison Experiment.
The two scientific experiments described above are considered landmarks in the field of human
psychology. The Abu Ghraib scandal illustrates one recent highly mediatized case of an abuse
of authority. While these all end rather disturbingly (till today, events and stories from Abu
Ghraib unfold continuously), they demonstrate the level of obedience people will demonstrate
when provided with "a legitimizing ideology and social and institutional support" [43]. Many peo-
ple, Milgram says, are unable to disrupt a well-defined social situation; a person who becomes a
representative of that authority eclipses the consequences of his/her work in order to be "worthy"
of the expectations of authority [43].
While the airport screening process is very different from the two above described experiments, the
power dichotomy posed by an authoritarian structure is similar. The traveler relinquishes control
to the screener and the circumstances set the space for potential misuse of power. Similarly to the
TSA's strategy of utilizing "neutral" technologies to solve a problem, <random> search seeks to use
an "objective" device to readjust this power relation, provide the traveler with a tool for monitoring
the search process, and giving him/her a sense of self control. This is especially important when the
encounter itself plays an important role in reaffirming the power of the authority. In the moments
between going through passport control and boarding the aircraft, the traveler is in his/her most
vulnerable state, floating in space at the mercy of the security official who may, or may not, deem
him/her worthy of crossing the "frontier".
1.3 The Frontier
"The first frontier was the water's edge, and there was a first moment, because how
could there not have been such a moment, when a living thing came up from the ocean,
crossed that boundary and found that it could breathe. Before that first creature drew
that first breath there would have been other moments when other creatures made the
same attempt and fell fainting back into the waves, or else suffocated, flopping fishily
from side to side, on the same seashore and another, and another. There were perhaps
millions of these unrecorded retreats, these anonymous deaths, before the first successful
step across the waterline". -Salman Rushdie, Step Across this Line
In his compilation of articles and non-fiction essays, Rushdie speaks of the complex notion of a
frontier, an "elusive line, visible and invisible, physical and metaphorical, amoral and moral". He
speaks of the line today that is meant to "keep people out", as opposed to a time when it was
meant to "keep people in" [37]. The frontier asserts itself in our daily lives, bringing together issues
of power, identity and control, that render the person standing behind the line weak and impotent.
Reading Step Across this Line was a pivotal moment in thinking about my thesis project. The
essay brought to my attention experiences in my life that my memory had chosen to erase.
"Here is the truth: this line, at which we must stand until we are allowed to walk
across [... }. At the frontier, our liberty is stripped away -we hope temporarily- and
we enter the universe of control. Even the freest of free societies is unfree at the edge,
where things and people go out and other people and things come in; where only the
right things and people must go in and out. Here at the edge, we submit to scrutiny, to
inspection, to judgment. We must be passive, docile. To be otherwise is to be suspect"
[37].
In January of 2005, I had an experience at the airport where I felt intimidated, vulnerable, and
powerless in front of immigration authorities. I was in Lebanon for the winter holidays and lost my
visa into the United States, the 1-20 document. I contacted the International Students Office at
MIT and the Department of Homeland Security (DHS) before I flew back to Boston and explained
the situation. Both assured me that it was not a problem, and I would be let in to the country on a
temporary waiver until the school issued me another 1-20 document. When I got to Logan airport,
I was taken to a waiting room of predominantly "non-white" travelers in order to see the head
immigration inspector. Once I was in the inspector's office, I explained the situation. He contacted
MIT, asked me some questions, and took my finger prints and facial picture. He, very politely,
explained that while my status and documents seemed to be in order, immigration officials reserve
the full right to judge whether a person is let into the country or is sent back to their country of
origin. At this point, and before stamping a waiver on my passport, the inspector proceeded to
ask me personal questions such as do I live alone, do I have a boyfriend, do I like going out etc.
He then asked me, again very politely, if I would like to give him my number so he can ask me
out to dinner sometime. I paused for a few seconds, then nodded. He pushed a paper and pen
towards me and I wrote down my phone number. While I was well aware of how inappropriate that
behavior was, the idea of being sent back home and not being able to continue my studies at MIT
was inconceivable. The inspector handed me my passport with the stamp on it, and I was allowed
entry to the country. A few days later, he called me at home to ask me out. I said I was busy and
never called back. To date, I have still not had the courage to file a complaint. Aside from feeling
embarrassed, my main concern is not to jeopardize any future encounters I might have with U.S.
immigration and/or the chief inspector the airport. If this incident can occur to a graduate student
at MIT and Canadian citizen, one can only imagine how often people with a more vulnerable status
are put in similar situations. In fact, there is overwhelming anecdotal and statistical evidence of
airport officials intimidating tourists and immigrants everyday without being held accountable.
"The frontier is a wake-up call. At the frontier we can't avoid the truth; the comfort-
ing layers of the quotidian, which insulate us against the world's harshest realities, are
stripped away, and, wide-eyed, in the harsh fluorescent light of the frontier's windowless
halls, we see things as they are. The frontier is the physical proof of the human race's
divided self" [37].
Particularly vulnerable at the frontier are members of minority groups, immigrants or persons
from a particular ethnicity. A while after September 11th, The Sikh Coalition and other Sikh or-
ganizations (SCORE, Sikh Communications, SMART and USSA) presented the Federal Aviation
Administration with memoranda regarding the treatment of Sikh men, veiled women and Arab-
looking passengers by screeners at airports. The memoranda voiced concerns of intimidation and
harassment directed at individuals "who are, or are perceived to be, of Arab, Middle Eastern, or
South Asian descent and/or Muslim" {10). The organizations claimed security personnel lacked
sensitivity regarding their cultural and religious traditions. Incidents were described where men
and women were asked to remove their turbans and veils, items with "immense spiritual and tem-
poral significance" without having triggered the metal detector, causing their wearers "unjustified
and unnecessary public humiliation".
In August of 2002, Dr. Bob Rajcoomar, a U.S. citizen and Lake Worth doctor of Indian descent,
was detained for four hours at a Philadelphia airport because federal air marshals did not "like the
way he looked" [49]. After his flight landed, Rajcoomar was handcuffed by air marshals, his cellular
phone was confiscated and he was taken into custody of police without any explanations to him or
his wife, Dorothy. TSA personnel told him that he had been detained because marshals did not
"like the way he looked" [49]. Rajcoomar reported his story to the American Civil Liberties Union
(ACLU) which sent a letter to the TSA demanding an investigation into the reckless actions of air
marshals. On April 14th, 2003, after the TSA failed to respond to the letter, the ACLU filed a racial
profiling complaint to the United States District Court for the Eastern District of Pennsylvania.
After a lawsuit that lasted a few months, the ACLU announced an unprecedented settlement which
required, for the first time, that the TSA substantially alter its policies and training procedures to
ensure that "there would be no repetition of the incident involving Dr. Rajcoomar" [49]. While the
Rajcoomar settlement was an important, highly mediatized success, of the U.S legal system, to our
civil liberties, it did not necessarily eradicate breaches by officials at airport security checkpoints.
Often, people of a certain ethnicity or racial group prefer, as I did, to disregard their unpleasant
experiences at the frontier, in an effort to detach themselves from a racial stereotype cast upon
them, or simply to avoid drawing attention to themselves.
"This is where we must present ourselves as simple, as obvious. I am coming home.
I am on a business trip. I am visiting my girlfriend. In each case, what we mean when
we reduce ourselves to these simple statements is, I'm not anything you need to bother
about, really I'm not: not the fellow who voted against the government, not the woman
who is looking forward to smoking a little dope with her friends tonight, not the person
you fear, whose shoe may be about to explode. I am one-dimensional. Truly. Let me
pass" [37].
To date, the only tool a "victim" has, (in the event that they are willing to complain at all), is a
verbal or written account of their experience that may or may not be taken seriously or acted upon.
<random> search attempts to address this issue. It is an an instrument, a witness to the screening
process at a time where the traveler may choose to discount, or forget the traumatic experience. As
more verbal testimonies emerge everyday about an aggressive screening experience, the issue begs
to be addressed, or at least quantified using a common platform and standardized measurements.
<random> search seeks to provide an objective, neutral, digital record of a subtle feeling, or an
impression. In addition, the technology hopes to act as evidence used to hold security officials
accountable for their actions, whether that means recording inappropriate or abusive searches, or
vindicating TSA officers wrongly accused such searches.
1.4 The Power of Surveillance
Since the late 20th century, Michel Foucault's Discipline and Punish has been a foundational
reference to many disciplines, from philosophy to politics to sociology, and of course, Surveillance
Studies. As he describes Jeremy Bentham's 'Panopticon', an Eighteenth Century design for the
ideal reformatory, Foucault draws the beginning of a society based on self monitoring and self
discipline.
"There is no need for arms, physical violence, material constraints. Just a gaze. An
inspecting gaze, a gaze which each individual under its weight will end by interiorising
to the point that he is his own overseer, each individual thus exercising this surveillance
over, and against, himself. A superb formula: power exercised continuously and for
what turns out to be a minimal cost". -Foucault, Discipline and Punish
In the Panopticon, each individual is confined to a cell. He is seen by the supervisor, but he does not
see; "he is the object of information, never a subject in communication". By locating the supervisor
in a tower at the center of the prison, overlooking inmate cells in a ring, the Panopticon ensures
that the exercise of power is visible, but unverifiable [13]. It becomes a disciplinary machine, in
the hands of the surveiller, but also in the hands of the public: "democratically controlled, [...]
constantly accessible to the great tribunal committee of the world" [13].
Contemporary society functions on this principle. Surveillance has become key in reinforcing so-
cial values and norms of behavior. Surveillance cameras are more widespread than ever, with the
camera representing "total one-way- ness of the gaze by making it impossible to look back" [19].
The individual knows s/he is constantly monitored, and hence accountable. Closed-Circuit Tele-
vision (CCTV) was developed partly in response to IRA bombings in the United Kingdom in the
late 20th century, and "successful" experiments led to the CCTV- covering of most town and city
centers, many stations and car-parks. Advocates often claim they play a role of deterrence, crime
prevention, and prosecution.
The escalation of the Surveillance society led to the birth of counter-surveillance groups and activ-
ities, labeled 'inverse surveillance', or the larger 'sousveillance'. Steve Mann, professor in Electrical
and Computer Engineering at the University of Toronto, who coined the term, describes it as "a
form of 'reflectionism',[...)] for a philosophy and procedures of using technology to mirror and
confront bureaucratic organizations" [41]. Mann implemented and wore a head video-recording
apparatus and had electronic implants that won him worldwide attention when they were forcibly
removed in St. John's International Airport, Canada. His wearable computing designs are meant
to empower the individual with a tool to surveil the surveillers, and create a distributed, collective
movement to counter the one-way-ness of surveillance. Mann's work capitalizes on society's reliance
on surveillance and accountability, and with a performative approach, creates a stir and dialogue
about the imbalance of power between individuals and authorities. Individuals are empowered in
that they are provoking authorities and exercising their "right" to monitor them, but the spectacle
does not necessarily lead to a considerable shift of the power relation. Also, Mann's approach caters
to a specific type of person, technology-savvy, confrontational individuals, who are probably 'white'
and from a specific social/economic class. This model excludes a very large portion of society, in
that non-citizens, members of ethnic minorities, or other, less sheltered individuals may be able to
afford the hardware, visibility, or repercussions of such activities.
Inspired by Chantal Mouffe's model of democracy, I seek, in my project to create an adversarial
relationship between common people and the authorities, rather than an animosity [27). By being
subtle and non-confrontational, <random> search avoids the creation of an 'us' versus 'them'
relationship, and prefers to be a tool that flattens the playing field between two opponents, who
may disagree. When a security official selects a passenger for secondary screening, the body suit
helps the passenger be an "active citizen" by utilizing a witness technology, that when disseminated,
may uncover and create a collective movement to resolve the breaches.
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Chapter 2
<random> search: A Necessary
Technology for Accountability
<random> search is a subtle, reactive undergarment. It detects and monitors the experience of
invasive airport searches on behalf of our silent, abiding, fearful bodies. Imperceptible pressure sen-
sors, distributed on the body suit, serve as a witness to a pat-down we may choose to disregard or
forget. The technology seeks to redress an imbalanced power relationship, between us and security
officials, that creates a precondition for an abuse of power.
Throughout the design and development of this project, I encountered much interest, but also, much
criticism and skepticism. Few people denied that airport security pat-downs could be inappropriate,
and prejudiced. However, some believed the risk was an inexpensive price to pay for security. Often,
these were people who had never been discriminated against because of the color of their skin, or
the accent they spoke with. Yet others claimed the problem could be solved without resorting
to technology, "there should be TSA rules and guidelines to ensure that inspectors don't commit
breaches", they said. But sadly, existing legislation is flawed, and open to interpretation, and even
stricter regulations could be violated if not overseen. In this chapter, I will examine why <random>
search is a technology necessary to empower vulnerable civilians, and monitor unregulated power.
The body suit provides travelers with a common, objective platform of measurement, as well as a
digital memoir of an intangible feeling. Nevertheless, as I discuss in 2.2, the technology is personal,
and does not impose a course of action on the wearer, but rather offers him/her a record to analyse,
incriminate, share, perform, or simply keep.
2.1 A Solution to Flawed or Incomplete Legislation
In the United States, generally, people who trigger the metal detector, and some who are "ran-
domly" selected get patted-down. The TSA does not publicize the criteria for the "random"
selection or the admissible procedure of the pat-down process, which makes the identification of
breaches very difficult. Furthermore, the airport is a setting in which the fourth amendment I
seems to lose its authority. Border searches are "reasonable simply by virtue of the fact that they
occur at the border" , and require no warrant, no probable cause, "not even the showing of some
degree of suspicion that accompanies even investigatory stops" [12].
The lack of transparent standardization makes determining what constitutes an "invasive pat-down"
very hard to formalize, and hence subjects of the searches, in the event they decide to complain,
are restricted to subjective, verbal accounts that can easily be discounted. Some organizations
and minority group associations have made available, on the internet, detailed descriptions of the
secondary screening process, in the hope of educating the public on their rights. In 2002, the World-
NetDaily published a list of what a security screener can ("checkpoint screeners are authorized to *
Turn over your belt buckle for inspection. * Unfasten oversized belt buckles for closer inspection.)
and cannot do ("* Physically inspect your hair if it's not long. * Touch your neck, shoulders, ankles
and feet with a clutched hand) [39]. The articles, although very informative and useful, are not
official and hence cannot be used for incrimination or complaints.
In an attempt to research official "standard" security procedures, I submitted a Freedom Of Infor-
'The fourth amendment to the U.S constitution is restated here as a reminder:
"The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches
and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the persons or things to be seized [12]".
mation Act request 2 for the TSA Security Directives and Standard Operating Procedures (SOP),
referenced in the DHS Office of Inspector General Audit Report [32). A few weeks after my sub-
mission, the Department of Homeland Security responded with the letter seen in Figure 2-1. The
DHS letter explains that documents that "are related solely to the internal personnel rules and
practices of an agency" are exempt from the FOIA act, and that disclosure of the SOP document
would "impede the effectiveness of law enforcement activities". While it is certainly not the goal
of <random> search to impede security procedures or crime prevention, in a situation where au-
thority is absolute and official standards used to define a breach are absent, or lax, an objective
recording technology becomes necessary.
2.2 An External Memory
A crucial characteristic of <random> search is its personal and voluntary aspect. After choosing
to wear the garment, the traveler is able to activate the device should s/he be selected for sec-
ondary screening. The body suit autonomously detects the search pattern on the wearer's body
and records it to an external, nonvolatile, digital memory (see 4.3.1), until the wearer deactivates
it. In the current prototype, the suit is unable to recognize who is performing the search, and so
the wearers themselves can trigger the sensors. However, this is avoided by the switch mechanism,
which ensures that the recording only occurs during a frisk, when the passenger is requested to
have his hands and legs spread.
As explained below, the digital record is the main, concrete deliverable of the project, and what is
made of the deliverable is an open-ended question. The fact that I did not implement a visualization
or user study with the suit was intentional, and crucial, in order to avoid imposing a personal vision,
or interpretation on people.
2The Freedom of Information Act (5 U.S.C. 552) establishes a presumption that records in the possession of
agencies and departments of the Executive Branch of the U.S. Government are available to the public. The FOIA
sets standards for determining when Government records must be made available and which records may be withheld.
The FOIA also gives requesters specific legal rights and provides administrative and judicial remedies when access to
records or portions of records is denied. Most importantly, the FOIA statute requires that Federal agencies provide
access to and disclosure of information pertaining to the Government's business to the fullest extent possible. The
text of the Act may be viewed by accessing the U.S. Department of Justice FOIA web site [45].
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Mr. Ayah Bdeir
Massachusetts Institute of Technology
20 Ames Street, Room 020A
Cambridge, MA 02139
FOIA Case Number: TSAO6-0484
Dear Mr. Bdeir
This letter is in response to your Freedom of Information Act (FOIA) request for copies of
Security Directives and Standard Operating Procedures (SOPs) for screening of checked
baggage, passengers and their carry-on Rems.
We have completed our search and review of documents responsive to your FOIA request,
of which these documents are being withheld in their entirety under Exemptions 2 and 3 of
the FOlA A more complete explanation of these exemptions is outlined below.
Exemption 2 of the FOIA exempts from mandatory disclosure records that are "related
solely to the internal personnel rules and practices of an agency. The courts have
interpreted the exemption to encompass two distinct categories of information:
(1) internal matters of a relatively trivial nature - often referred to as "low 2'
information; and.(2) more substantial internal matters, the disclosure of which would risk
circumvention of a legal requirement - often referred to as "high 2" Information.
I have determined that certain portions of the requested records are properly withheld from
disclosure as "high" (bX2) information, in that they contain Internal administrative and/or
personnel matters to the extent that disclosure would risk circumvention of a regulation or
statute or impede the effectivenessof law enforcement activities. A more detailed
explanation follows.
Sensitive materials are exempt from disclosure under high 2 when the requested
document is predominantly intemal, and disclosure significantly risks circumvention of a
regulation or statule, including civil enforcement and regulatory matters. Whether there is
any public interest in disclosure is legally irrelevant. Rather, the concern under high 2 is
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Figure 2-1: TSA Response to my FOIA Request
The record consists of numerical values read continuously for the length of the pat-down. The nor-
malized values can easily be converted to pressure readings that can be used by technology-novice
individuals or groups, for various purposes.
On the one hand, the recorded data can serve as a tool for expression. The feeling of being invaded,
aggressed and humiliated is subjective, psychological, internal and very hard to communicate or
externalize. In a performance, the search log could be translated to visuals (for example different
intensities of lights redraw the pat down on the person's body or on a projection) or to audio (audio
of women being aggressed, increasing volumes of music, audio testimonies of travelers), or other
sharing performances.
On the other hand, <random> search is an analysis tool for airport security protocol breaches. By
logging the tens of pat-downs a passenger goes through in his/her life, s/he can identify patterns
of discrimination s/he is subject to. Also, the suit could be used by a collective. Having a number
of different people wear the suit through a checkpoint would enable the group to identify what
a "normal" search would look like (in terms of time length, amount of pressure applied, location
of application, etc), versus an "illegal" or "inappropriate" one. By "having a number of different
people wear the suit", I mean people from a range of nationalities, races, genders, ages, etc., that
can help correlate possible discrimination with social/political/racial identity.
<random> search does not assume misconduct or accuse authorities as a premise, but it is be-
fore everything a tool, and an experiment, that, as Milgram puts it, is independent of the initial
hypothesis.
"It is a common fallacy of social psychology that the most important function of ex-
perimentation is to verify hypotheses. Sometimes there is a good reason to guess the
outcome of an experiment, but often such a guess is neither warranted nor desirable.
In this study, the group pressure experiment was conceived as a tool for controlled ob-
servation and measurement. At this stage of cross-national research, when even simple,
objective descriptions of national groups have not been attained, an experiment is no
more in need of a hypothesis than is a thermometer. The utility of a measuring in-
strument does not depend on the guess we make about its reading". -Stanley Milgram,
1974 [6]
Chapter 3
Electronic textiles
As electronics and electronic components became smaller and more pervasive, a number of tech-
nologists and designers took interest in putting them "on the body" by combining them with our
clothes. Despite being relatively new, the field of 'Electronic Textiles' has witnessed a considerable
boom in interest and investment throughout the world. A variety of disciplines has emerged involv-
ing 'wearable computing' in academic research as well as commercial applications and media art.
We will start by looking at some of the most recent and innovative work that originated from the
desire to create 'smart fabrics'. In the second section, I discuss some of the requirements specific to
this project, that made many standard techniques and tools ill-suited for the application. Prior to
reaching our final design, I experimented with a number of different pressure sensors that proved
to be ineffective, bulky or unsubtle; section 3.3 will describe some of these and the reasons they
were ruled out or deemed sub-optimal.
3.1 Previous work
As is the case with many current scientific advances, much of the inventions and innovation in
E-Textiles begun in military research. In 1994, the Defense Advanced Research Projects Agency
(DARPA) started the "Smart Modules Program to develop a modular, humionic approach to
wearable and carryable computers, with the goal of producing a variety of products including
computers, radios, navigation systems and human-computer interfaces that have both military and
commercial use" [53]. The motive for military research was -and is- to create "a formidable warrior
in an invincible team" [30]. However, the field has gained considerable momentum in the past few
years, and has extended to academia, art, and industry, creating a plethora of projects and new
techniques throughout the world.
3.1.1 Army research
The Natick Soldier Center (NSC) is the department, under the U.S. Armys Research, Development
and Engineering Command (RDECOM), dedicated to maximize the soldier's "survivability, sus-
tainability, mobility, combat effectiveness and quality of life by treating the soldier as a system"
[30]. The Center is responsible for, among others, the Army's Future Force Warrior program (FFW)
and the Individual Protection program which have led to the creation of new fabrics that are lighter
weight, more durable, and more threat resistant than "anything Soldiers have ever worn" [30]. The
programs' research include integrating electronics into combat clothing for enhanced capabilities
such as the "development of a wearable personal area network providing data and power transmis-
sion that can be integrated into any garment". A prototype USB 2.0 bus has been successfully
developed using a variety of "COTS conductive materials, including metallic and composite yarns".
In addition, Compact Vapor Compression Cooling Systems has been designed providing "liquid cir-
culating, microclimate cooling systems" for soldiers to be comfortable in extreme weather conditions
(see Figure 3-1). The U.S Army' has also established a $50 million laboratory at MIT, the Institute
for Soldier Nanotechnologies (ISN), to research materials for wound healing, location-awareness,
detection of biological and chemical agents, and others [31]. Similarly to some applications under
development in the medical field (see 3.1.2), the lab is employing a variety of external and internal
sensing mechanisms to transform textiles into powerful medical diagnostic and healing tools.
3.1.2 Medical applications
After growing from research labs and military centers, wearable computing projects have made
their way into industry. In 1999, a company named BodyMedia was incorporated in Pittsburgh,
Figure 3-1: Air Warrior Microclimate Cooling Garment [30]
to design and develop "wearable body monitoring products and services". By looking into wear-
ables and accessories, BodyMedia attempts to transform healthcare from "an elite profession that
primarily diagnoses and treats illness, into a network of health and fitness professionals that helps
individuals manage their health and lifestyle proactively in order to prevent illness" [7]. Armbands,
Patches and Biotransceivers are among the products offered to collect and manipulate physiological
body data (see Figure 3-2). Devices with multi-sensor arrays read body movement, temperature,
skin electroconductivity and other variables and either record them for later analysis by healthcare
professionals, or transmit them wirelessly to the patient's doctor.
MIT, once again, is a big player in the field of wearables for healthcare. A research group at the
MIT Media Lab, headed by Sandy Pentland, has been developing healthwear, "wearable systems
with sensors that can continuously monitor the user's vital signs, motor activity, social interactions,
sleep patterns, and other health indicators" [35]. The wearables not only provide a wider range of
readings, but also provide input, output, and general computation functions for user themselves to
-- -- --------
Figure 3-2: Sensewear Clinical Weight Management System [7]
be active participants in their own health. The MIThril software architecture, the basis of health-
wear, supports "using the ad hoc, on-the-fly combination of sensor signals from multiple users to
control signaling and outputs. The system, designed to be used with a modern programmable
cellphone or PDA, can be used locally for reminders and wearer feedback, or they can be broadcast
to other users to enable smart-group communications and increased awareness of other members
health and activity levels" [35].
In many instances, such as the above described one, wearable and electronic textile projects tend to
cater to both the individual and the group. Departing from the concept that clothes are personal
objects that protect privacy while passively signaling to society, these systems produce changing
information available to an extended social network regardless of location. Many applications in
the field attempt to replicate or recreate discreet and distributed experiences for people, whether
for medical applications or artistic ones, and offer them up to others.
3.1.3 Experimental Wearable Art
In the past few years, a growing number of individuals and research groups have produced, and
exhibited smart textile projects ranging from garments that turn the body into a "billboard", to
outfits that attempt to connect people on a new level, creating a "market exchange of intimacy" [26].
An interesting example of body as billboard is the "flexible display clothing" by France Telecom
[44]. The display seeks to provide users with a new, accessible means of expression, giving them
"the opportunity to instantly convey emotions or desires in a distinctly novel way, or proclaim [...]
adherence to certain ideas, as with some printed T-shirts". Conversely, some projects aim to play
a role in enhancing or encouraging social interactions and investigating their effects on us. One
example, seen in Figure 3-3, comes from XS labs in Montreal, Canada. Memory Rich Clothing is
a line of garments that "carry the evidence of our identity and our history" [20]. The garments
record a history of the wearer's interactions with other people, such as intimate conversations or
touch, and display them continuously, losing a little bit of energy and intensity every time, until
they disappear.
Figure 3-3: XS lab's Intimate Memory [20]
More often than not, wearable and electronic textile art projects fall within the purview of fashion,
and are thus mindless or vapid; the technology is gratuitously appended to the clothes with little
justification. While <random> search can be considered a wearables project, it aims to be much
more than a garment that "does something". Technology was a tool for specific social engagement,
used to make a statement about a significant social/political problem in the contemporary world.
In developing it, I sought to both create a system by which searches and abuse can be monitored,
but also a platform to discuss and raise awareness of the issues surrounding its use. But while
unambiguous utility is usually the hallmark of the discipline of engineering, so is serving power:
Engineers traditionally serve their corporate and state employers, and rarely engage in utility for
the displaced or marginal. Having said that, many techniques and materials were employed from
the Electronic Textile field, however, a number of unique constraints had to be set, and fulfilled in
order for the project to achieve its goal.
3.2 Project Limitations and Constraints
Implementing a pressure-sensing system has been done successfully numerous times and should,
theoretically, be fairly easy [25]. When, however, we design a system for the body, the task becomes
much more complicated. Many new constraints come into play, some evident and some introduced
by the complex venue and situation that is an airport security checkpoint.
3.2.1 Wearability
Figure 3-4: I just hope the terrorists don't start hiding weapons in their underwear [8]
A pat-down monitoring device could have been implemented using an external setup such as a
camera recording and an image recognition system. This is problematic on many levels. First,
the system would need to be installed and monitored at every security checkpoint in the country.
This is not only very inefficient and costly, but also prohibited by airport officials. On the other
hand, the device would be imperialistic, impersonal and disembodied, acting like a security camera.
<random> search seeks to address our physical (and emotional) vulnerability when touched by a
stranger in a public space. Consequently, it is important for the technology to be private, personal
and close to our bodies. As a garment, <random> search remains a particular, entirely voluntary
technology that one may choose to adopt should one feel susceptible. However, a garment needs
to be wearable. By wearable, I don't mean simply placed on the body, but rather something one
would want to wear. The garment needs to be comfortable and the sensors light; and care needs
to be taken so they don't constrict movement or interfere with physical well-being.
Load cells and piezoresistive sensors can give high-accuracy pressure readings but are bulky and
heavy, which makes them inappropriate for a wearable. Force Sensitive Resistors (FSR), on the
other hand, are lighter and easier to integrate in a garment. FSRs come in small sizes and are
printed on flexible substrate. They do, however, have a plastic-y feel that makes them unpleasant
to wear. Also, FSRs have a rather high metal content which, as I discuss below, conflicts with the
undetectability requirement of <random> search.
3.2.2 Invisibility
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Figure 3-5: UH, OH .. .Here comes trouble! [8]
In order for the body suit to fulfill its functions as a witness to inappropriate pat-down searches,
invisibility is essential. It is important that the passenger not be waved into secondary screening
because they have triggered an alarm, but for other reasons such as race, nationality or random
selection. The project's efficacity is further increased when the screener is unaware that s/he is
patting down a passenger with a recording device, and so all sensors, wires and electronics must
be inconspicuous. Also, it is not the project's intention to interfere with or impede airport security
procedures, and hence, the screening procedure must be able to occur seamlessly without obstruc-
tions.
After careful consideration, the pressure-sensing suit was designed to be an undergarment one could
wear beneath one's normal clothes when traveling. A jumpsuit would have been easier to construct
or modify, but it would impose a certain appearance on the traveler and would possibly expose the
monitoring technology to security officials. Furthermore, jackets and coats are required to be taken
off at security checkpoints; removal of the jumpsuit would leave the passengers unprotected should
they be selected for secondary screening.
The undergarment should also be concealed from airport security technologies such as walk-through
metal detectors and magnetometer wands. In chapter 5, I describe how I ran tests using an
actual magnetometer wand to ensure that our sensors do not trigger it. Level of detectability was
decisive in selecting the project components and designing the sensing mechanism. Many pressure
sensors have been successfully used in other wearable computing projects but were unsuitable for
<random> search because of their high metal content. This includes FSRs, conductive foams and
elastomers and pressure-sensing Integrated Chips.
3.2.3 Accessibility
<random> search is an enabling technology, and as such, it needs to be accessible to its user.
One should not be required to be a technology expert in order to operate the device. For the
system to serve the full range of users who would benefit from it, the design should offer a simple
interface and affordances that make it no more difficult to use than a consumer electronic device.
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Figure 3-6: OK, I've got my flight plan, maps, bullet-proof vest [8]
As we will see in chapter 4, the sensing mechanism is activated by a simple switch on the body
suit and will perform the sensing and recording autonomously without soliciting user interaction.
A major feature of the project is its voluntary aspect in that the wearer is in complete control of
the technology, deciding whether and when to use it. The suit's comfortable fit and ease of use,
combined with its portability, create a close, trusting relationship between the vulnerable wearer
and this recording technology, which aims to be a witness to their search experience.
3.3 Sensor Experiments
As explained in 3.2.2, resistive sensing using conductive polymers or conductive foam is not feasible.
Possible approaches included materials that act as sensors based on variable resistance, or to opt for
capacitive sensing as many pressure-sensing applications do. Below, we talk about some of the many
techniques and materials tested for sensing, and the reason they were considered inappropriate for
the project.
3.3.1 Resistive Sensing
One of the first sensor prototypes I tried is a pressure sensor implemented with resistive thread.
The thread, Bekitex BK 50/2, is 80% Polyester yarn spun with 20% stainless steel fibres, and is
used in the production of conductive backing for carpetting, as well as electromagnetic shielding
and heating applications [5]. In its initial state, the BK50/2 has a resistance of 50Q/cm. However,
with applied pressure, the steel filaments come closer together and increase its conductivity and the
resistance value decreases noticeably. The yarn can be woven, knitted and sewn by hand relatively
easily, but for my experiments, the resistive thread was used in the bobbin to embroider patches
and electrodes to be used as pressure sensors (see Figure 3-7).
Figure 3-7: Resistive Sensing
Several tests showed that an electrode with an interdigitated shape, measuring a little under 5cm
(see Figure 3-7), starts with a resistance of approximately 150KQ. As the sensor is touched, the
resistance drops to about 7KQ. This drop, however significant, was not enough to make this sensor
implementation acceptable; considerable pressure needs to be applied to achieve it, in the order of
10Newton. This amount of pressure is too high and insufficient to detect the full range of pat-down
processes.
3.3.2 Capacitive Sensing
After having tried, and failed, in implementing a pressure-sensor using resistive sensing, I attempted
to implement a touch-sensing mechanism instead. I used a capacitive sensing chip from Qprox, the
QT110 sensor IC, which creates sense fields "through dielectric surfaces such as plastic or glass up
to 100mm" and is ideal for simple, inexpensive touch applications [16]. Since the QT110 is a one-key
touch sensor, each sensing point would need a module with one Qprox chip and 2 capacitors. The
sensing point consists of an electrode made from a conductive material. Figure 3-8 shows one of
the electrode materials tested, a patch of conductive fabric from Bekaert. Other materials included
pads printed on PCBs, and copper sheets with an adhesive back .
Figure 3-8: Qprox Capacitive Sensing Module
Implementing a touch module for each sensing point would have been inefficient, so I next directed
my attention to a matrix key from Qprox. The QT60248 allows for the use of up to 24 touch
keys and can communicate with a microcontroller via SPI. In the first prototype of <random>
search, seen in Figure 3-9, 24 sensing points are distributed on the suit, and all connected to the
central driver. The E6248 evaluation board for the QT60248 was used in order to calibrate the
keys individually and read their status through the PC User Interface.
For a long period of time, the touch-sensing mechanism was giving false positives. When the suit
was on a mannequin, the touch sensor behavior was very satisfactory, and the the driver took
care of switch-debouncing and time-response adjustments. However, when the suit was worn by a
Figure 3-9: Capacitive Sensing Prototype
person, the sensors started behaving much differently. The human body was playing a very large
role in the capacitance value read by the charge-transfer Qprox chip. The sensing prototype had
to be ruled out as unsuitable for the project, in favor of the final implementation described in the
next Chapter.
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Chapter 4
Pressure Suit Design
<random> search is a garment one would wear under one's clothes when traveling. The undergar-
ment contains a number of thin, flexible, undetectable pressure sensors distributed on the body,
connected to driving electronics through conductive threads. When activated, the suit detects a
body pat-down and records it for later retrieval. Figure 4-1 is an early sketch I drew of the project.
While it does present some problems and has room for improvement (see Chapter 6), the cur-
rent design proves that an undetectable monitoring technology is achievable, and could potentially
expose breaches at airport checkpoints without hindering security procedures.
Figure 4-1: <random> search
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As in every data acquisition system, the pressure-sensitive body suit can be broken down into three
units seen in Figure 4-2: the Sensing Mechanism, the Signal Conditioning Circuit and the
Microcontroller Data Processing Unit. In the sections below, I will talk about each unit in
further detail, describing the hardware and software involved as well as the materials used.
The sensing mechanism is a sensor matrix consisting of n rows by n columns; for the sake of the
thesis I chose 8 inputs on each side. Each row is connected to one pin of the microcontroller's
Analog to Digital Converter (ADC) through the signal conditioning circuit. The columns of the
sensor matrix are connected to a switching unit that activates them one column at a time in order
for the microcontroller to read in the sensor values of that column. This technique is typically
referred to as ""multiplexing".
In this chapter, I will start by describing the materials, textiles, and techniques used to develop
the Sensing Mechanism, including the Interconnections and the Sensor modules. In section 4.2, I
will discuss the circuitry designed to interface the sensing mechanism with the the hardware and
software that processes the data, as described in section 4.3.
4.1 Sensing Mechanism
The sensor matrix can currently hold up to 64 sensors: 8 rows by 8 columns. Each sensor is at
the intersection of a row and a column and consists of two interdigitated conductive electrodes and
resistive pressure sensors, separated by isolating tulle material. The three layers are enclosed in a
fabric pocket sewn onto the garment. As one touches the sensor, the resistance value of the overall
sensor node decreases and is read by the microcontroller circuit. As a proof of concept, I developed
a garment with 32 sensors, strategically placed on what I believe to be "sensitive" (both culturally
and physiologically) spots on the body. Both sensors and interconnections (seen on Diana, the 3D
model in Figure 4-3) are designed in modules in order for the garment to be scalable and pressure
sensing spots increased with little difficulty.
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Figure 4-2: Pressure Suit System
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Figure 4-3: Diana
4.1.1 Interconnections
The matrix columns are power buses turned on sequentially by the switching unit (see 4.3.1) , and
the rows are the signal buses reading the sensor node resistance (see 4.2). In order to make the
garment fully wearable, all signal and power buses consist of sewn traces of conductive thread made
by Bekaert Fibre Technologies (see Figure 4-4). The thread, Bekinox VN35x3/150, consists of fully
conductive continuous stainless steel filaments [5]. The steel thread is placed flat on thin strips of
white elastic, and is held down by zigzag overstitching, with regular thread on top of it. By making
sure to backstitch for a couple of inches in the beginning and the end of the thread, we ensure
that it is stable and immobile but has enough slack along the length of its travel to relieve strain.
The elastic strips are then stitched down on the garment, and used to connect sensor electrodes
together with a strong knot.
The interface between the garment, the thread, and the PCB is an adapter board that uses con-
ductive Velcro described in 4.3.1.
Figure 4-4: Bekinox Steel fibre [5]
4.1.2 Sensor Nodes
The pressure sensors are made using Quantum Tunneling Composites (QTC) and metal mesh elec-
trodes separated by a layer of tulle. QTC materials consist of conducting particles in a polymer
matrix. Unlike standard composites, the metal particles never come into contact with each other,
but as pressure are applied to the materials, they do get closer together. When the composite is
pressed, stretched or twisted, electrons tunnel between near metal particles and make the material
electrically conductive. QTCs are essentially insulators in their normal state and have significantly
high resistance. However, small pressure applications result in an enormous resistance drop; the
relationship between the tunneling current and the conductor particle separation is exponential [2].
For the sensors, I use QTC substrates made by Peratech Ltd [23]. Figure: 4-5 shows the performance
curve for Peratech's QTC substrates. The composite, when it is untouched, starts with a resistance
of 100KQ. As increasing amounts of pressure are applied to the substrate, the resistance drops
rapidly to the order of Qs, allowing the reading of a range of forces in between [23]. The force-
resistance curve is a smooth and repeatable one, making the use of the QTC substrates appropriate
for robust, reliable, long-lasting, pressure-sensing applications.
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Figure 4-5: QTC substrate: Resistance vs Force Performance [23]
The QTC substrate is coated onto thin metal films which can be cut into different sizes and patterns
retaining all the material properties. The sheets have a feel of thin mylar, so one would not want to
cover an entire garment with them. A small piece of the QTC sheet, seen in Figure 4-6, is layered
on top of interdigitated conductive electrodes sewn onto the garment in order to create our textile
pressure sensor. When touched, the QTC tunnels create channels of conductivity between the two
electrodes and the resistance of the sensor node decreases. As indicated by Peratech integration
guidelines [24], and to ensure maximum sensitivity, the piece of QTC needs to be free-floating on
top of the electrode, with the coated side facing the electrode. This precludes attaching the QTC
piece on the garment. Hence, the QTC is enclosed in a small fabric pocket sewn onto the garment
on top of the electrodes.
The electrodes are made of high transparency stainless steel mesh seen in Figure 4-7. This material
is one of the most popular woven screens in industry, used for its corrosion resistance and strength
in various applications from insect screening to boat design. In addition to its robustness, the steel
mesh is highly flexible, with 79% open area, and very light, weighing 0.76LB/SQFT. The material
Figure 4-6: QTC substrate sheets [23]
is 100% conductive in both the x and y directions and is very easy to cut into shapes with scissors
[47].
Two electrodes separated by 3mm(0.118in) are cut from the steel mesh material and sewn onto
the garment at the sensing points. One electrode is connected to the the row line and the other
one to the column line using the steel thread and overstitch technique explained above (see Figure
4-8). When a column is activated by the switching unit, the value of the 8 sensors in that column
are read into the microcontroller's ADC through the signal conditioning circuit.
After running some experiments, I found that the sensitivity and resistance range of the sensor is
further increased when an insulating porous layer is inserted between the QTC and the electrode.
For this task, I chose to add tulle inside the pocket, sewn on top of the steel mesh.
32 sensors, seen in Figure 4-9, are made in this fashion and stitched down on the garment at
carefully chosen locations. The resolution of the pressure-sensing suit can be easily enhanced by
adding up to 32 sensor modules, and making the appropriate connections. Beyond that, sensors
would provide extra coverage but not additional accuracy of the body mapping. Of course, with
Figure 4-7: Stainless Steel Mesh [47]
Figure 4-8: QTC Pocket
only slightly different drive electronics, a much larger matrix could be constructed. This, however,
would only be practical if a more automatic system of stitching and attaching interconnections
were used.
Figure 4-9: QTC Sensors
After individual sensors and interconnections are made, they are attached to a 100% Nylon white
unitard using regular stitching and sewing techniques. The body suit, enhanced with QTC pressure
sensors, is seen in Figure 4-10 and Figure 4-11.
Figure 4-10: <random> search Body Suit
---- -----
Figure 4-11: Body Suit Close-Up
4.2 Signal Conditioning
Each row of sensors is connected to one pin of the microcontroller's ADC through an operational
amplifier circuit in a non-inverting configuration. The circuit, seen in Figure 4-12, serves to convert
the sensors' signal levels to a range appropriate for the ADC. We use two LT1178, single supply,
precision, quad Op Amps to implement the 8 opamp circuits corresponding to the 8 row lines.
Reading of the sensors occurs at one second intervals. At each timestep, only one sensor from each
row is activated, and to the opamp, the sensor appears as a variable resistor between the non-
inverting terminal and Vcc. Using a 1K resistor in the feedback and another from the inverting
terminal to ground, the value of the resistor from the non-inverting terminal to ground can be
adjusted for optimum sensitivity reading from our sensor. After a few tests, a 10K resistor seems
to yield very satisfactory results. A quick calculation, shown in Figure 4-13, relates the voltage at
the output of the opamp and the value of the variable resistance.
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Figure 4-12: Signal Conditioning Circuit for each row
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Figure 4-13: A quick, 'back of the envelope' calculation
4.3 Data Processing
For simplicity, we can think of the Microcontroller Data Processing unit of <random> search as
having a hardware component, the Microcontroller Circuit, and a software component, the
Sensor Polling and Storage Program. The Program is written in C and is loaded onto the
microcontroller circuit in order to read and process the sensors' data.
4.3.1 Microcontroller Circuit
The Microcontroller Circuit is composed of the #6 Microcontroller platform, the Switching
Circuit (contained in the driver board with the signal conditioning circuit), and a Secure Digital
(SD) Card Circuit. The Microcontroller Circuit then connects to the sensing body suit through
an E-textile Daughter Board I designed for the #6.
#6 Microcontroller Platform
The #6 (see Figure 4-14) grew from the Media Lab's Computing Culture Group (CCG), after
years of working with microcontrollers, interactivity, and electronics [17]. The platform is based on
Atmel's ATMega32 AVR microcontroller [4]; it is cheap, easy to build, and open-source. #6 is also
easily extensible, and the CCG is working on several daughter boards to increase its functionality.
The microcontroller at the center of the #6 is the ATMega32, an 8-bit programmable microcon-
troller with 32KBytes of Flash memory and 2K of SRAM. Using the open sourced #6 bootloader,
one can load programs with standard terminal communication software, and be able to control a
very wide range of input/output devices. In our project, the program loaded on #6 switches each
column of 8 sensors sequentially, reads in the value of each of these sensors into the pins of the
ADC, and stores the result in the external flash card for later retrieval.
Switching Circuit
In the beginning of the sensing, all the columns of sensors are floating. In order to implement
the polling of the sensors, the columns are activated one at a time by connecting them to Vcc
Figure 4-14: The new number 6 [17]
sequentially, using an analog switch. The input pin of the 4051 Multiplexer/Demultiplexer is
connected to Vcc, the 8 output pins to the columns of sensors and the select pins to the ATMega32.
As we will see in 4.3.2, the microcontroller program turns on each column by looping through the
select pins from 0 to 7. The switching circuit is part of the driver board, seen in Figure 4-15,
alongside the signal conditioning circuit discussed in 4.2.
Figure 4-15: Main Driver Board
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Data Storage
The 2K of SRAM being insufficient for the sensor data collection, I resort to external memory in
the form of a Delkin eFilm, a consumer, off-the-shelf (COTS) SD card. The SD card communicates
with the microcontroller circuit via Serial Peripheral Interface (SPI) protocol and only requires 4
connections to #6 in addition to power and ground. For this, I use a small SD Card daughterboard
developed by the CCG for the #6 (see Figure 4-16)
Figure 4-16: SD Card Daughter Board
The current SD card consists of 128 * 10242 - 134217728 bytes divided into sectors of 512 bytes
each. Every timestep, the value of the sensor matrix is read continuously into a sector until the
sector is filled up or the second runs out. With the timestep equal to one second, the 128MB card
can log a pat-down process for up to 262144 seconds or 72 hours. This would allow a traveler to
keep a log of hundreds of pat-downs throughout his/her life using a single body suit, and perhaps
use the data to identify patterns of discrimination s/he is subject to. Also, the suit could be shared
by a number of different people, collect statistics pertaining to pat-down trends, and correlate the
data with individuals' ethnicities, nationalities, age groups etc.
E-Textile Daughter Board
In order to interface the driver board with the garment, I design and implement an E-textile
Daughter board for the #6. The daughter board, seen in Figure 4-17, connects to the driver board
through a standard double-row header, chosen for its mechanical strength.
Figure 4-17: E-textile Daughter Board
Connectivity between the daughter board and the body suit is achieved using conductive Velcro
(see in Figure 4-18). This Velcro is a Hook and Loop material (Aplix #800 and #804), traditionally
used for Electromagnetic and Radiomagnetic Interference applications (EMI/RMI) [3]. Similar to
regular Velcro, the conductive hook and loop can be attached to most substrates by sewing, stapling
or gluing.
4.3.2 Sensor Polling Program
Programming for the ATmega32 is easy; the #6 bootloader allows for the uploading of hex files to
the microcontroller using standard communication software such as Hyperterminal or Zterm [17].
The microcontroller program can be written in C and can make use of the many AVR libraries
available online, namely AVR-LIBC [22] and Procyon's excellent AVRLIB [40]. An AVR version
of the GCC compiler is also open-sourced and can be used to debug and compile C programs into
............
Figure 4-18: Conductive Velcro [3]
hex files [15].
The general idea behind the program is rather simple and the pseudocode of the main function
can be seen in Figure 4-19. We start by initializing the microcontroller's ADC, the timer and the
SDCard with all its sector contents initialized to 0.
Figure 4-19: Polling Program Pseudocode
The main routine, readmatrix() sets the matrixsize, enables a 1-second interrupt routine and every
second calls the function fillsectors() (see Figure 4-20) that does the reading of the sensors.
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Figure 4-20: fillsectors() Function
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Chapter 5
Evaluation
5.1 Metal Detector Tests
Because invisibility was a critical attribute of <random> search, the body suit was designed and
evaluated in terms of its detectability by a standard hand-held metal detector much like the ones
used by security inspectors at airports (see Figure 5-1) . The Garrett SuperScanner is advertised
as the world's most recognized hand-held metal detector and has been proven to accurately detect
concealed metallic items [14]. The SuperScanner has been used for years by police and security of-
ficers and can detect even the smallest metallic items such as foil-wraps, tiny jewelry, or electronic
components. The wand is battery-operated and its sensitivity level easily adjustable. However,
throughout all tests on <random> search, it was kept at the maximum level factory setting.
The conductive threads were found to be completely inconspicuous regardless of their size. For
this reason, the interconnections between electrodes and sensors are undetectable and do not need
to be accounted for in terms of visibility to the metal detector. This was confirmed on the final
garment.
Conversely, because the mesh is quite dense, large cutouts trigger the metal detector from a fairly
long distance. Squares measuring 0.7inches on a side are optimum for the material to remain
Figure 5-1: Magnetometer Wand
undetectable, even if several squares are placed close to each other and connected to one another
through conductive thread. Hence the size of the sensor can be increased by adding more square
mesh electrodes under a single piece of QTC. Because the QTC is coated on metallic film, its size
is crucial as well. After several experiments, the largest acceptable QTC cut out was found to be a
rectangle measuring 2.4inches by 1.6inches. This rectangle constrains the size of the sensor, and
the number of square meshes to two for each electrode.
The resulting sensor, seen in Figure 5-2, is a module undetectable by a metal detector wand.
Figure 5-2: Undetectable Sensor Module
5.2 Sensing Range
Now that an invisible pressure-sensing suit has been developed, it is important to look at it in
terms of sensing performance. The microcontroller is connected to a sensor through the signal
conditioning circuit and runs a program that reads from the ADC. Output values appear at the
ADC pin and range from 0 to 255 as pressure increases on the sensor. The graph below shows the
sensor response for different pressure applications, measured in ounces. The sensor can detect very
light touches and brushes, as well as fairly significant force.
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Figure 5-3: Sensor Performance
As the pressure increases, the sensing mechanism peaks at the ADC's maximum, or 255. Although
the range could potentially be increased in order to detect stronger touches, it would come at the
cost of losing sensitivity to lighter ones. For the purpose of the pat-down, the trade off did not
seem worthwhile. A simple conversion from ounces to Newtons (assuming the suit will be used on
Earth) shows that the sensing range is of the order 0.01 - 27 Newtons, a range that should be more
than satisfactory for monitoring a secondary body screenings. Pressure is applied on an area of
approximately 3.84in 2 or 24.774cm2 ; dividing by this area gives us the pressure applied in lb/in2
or psi.
The ADC values represent an 8-bit approximation of the voltages from 0 to 5V read by the
ADC which has a resolution of 5/28 = 0.01953125V or 19.5mV. These voltages are none other
... . ..
than those at the output of the opamps in the signal conditioning circuit (see Figure 4-12) with
Vsensor = ADCvalue/2 8 * 5. Looking back at our calculation in Figure 4-13, we can deduce the
sensor's resistance from the ADC values by the following formula:
Rsensor - 100K|Vsensor - 10K, where Vsensor = ADCvalue/2 8 * 5.
Figure 5-4 shows the variation of the sensor's resistance with respect to psi.
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Figure 5-4: Sensor Resistance
The resistance of the sensor ranges from approximately 500KQ to 10KQ as applied pressure in-
creases. Relating Figure 5-4 to Figure 4-5 shows that our sensors follow the same behavior as the
main material they are composed of, or the QTC. The additional resistance in the sensor's graph
is due to the insulating tulle layer placed between the QTC and the electrodes.
Chapter 6
Improvements and Future work
In designing and implementing a pressure-sensitive body suit, I was able to produce sensors that
are accurate, highly sensitive and undetectable by airport security technology. The proof of concept
has been achieved, but the garment still presents some problems that need to be addressed in future
work, such as difficulty of production and Furthermore, the current prototype uses a large driver
board PCB and a 9-V battery that are certainly not inconspicuous. However, with a little extra
time and previously proven techniques of integrating electronics with textiles, the board can be
reproduced in a fraction of its size and be much more concealable.
6.1 Garment Production
Time and cost were two significant variables in the production of the current <random> search
prototype. On the one hand, the sensors and interconnections are modular, which allows for scala-
bility and iterations; however, the construction of the module is very time consuming, which makes
reproduction of the suit difficult. For example each sensor needs to be made in several steps (see
4.1.2): cutting the fabric, cutting the metal mesh, sewing down the square meshes, connecting
each two squares together, sewing down tulle, enclosing the QTC, etc. The interconnections and
assemblage of the sensing mechanism on the garment is a very long process as well, throughout
which continuity testing needs to be done regularly to ensure that no short circuits exist and the
sensors are operating properly. Also, overstitching conductive thread is a delicate mechanism that
needs babysitting in order for the thread not to break or move.
The above mentioned reasons are but a partial list that makes mass-production of the suit costly
and time-inefficient. This is often true of E-textile projects, and academia and industry have
taken notice of this problem and started researching techniques that would speed up the process,
and make assembly-line construction possible. Using professional sewing facilities would speed up
the construction considerably as some industrial machines can sew with the steel thread, and the
availability of cutting machines would allow the cutting and sewing of the mesh faster.
6.2 Electronics Board
The main driver board is a large rigid PCB that is not only uncomfortable to wear, but would
also be extremely suspicious to airport security officials. I have "attempted" to solve this problem
by making the board removable and attachable with conductive Velcro. Theoretically, a passenger
would remove the board, allow the inspector to screen it with the wand, and then reattach it before
the rest of the pat-down process. For this to occur, and in order not to alarm security officials,
legitimization of the technology needs to be achieved with the TSA beforehand. This is problematic
as I suspect the TSA will most likely not approve of the technology, although it does not impede
security procedures, and instead acts like a witness attorney in an arrest.
That having been said, in the next prototype of <random> search, I intend to produce a textile ver-
sion of the microcontroller and driver board that will not trigger the detector. The electronics don't
have to be confined to a board and concentrated in one spot, and can be distributed throughout the
garment. The IC in the current boards are in DIP packages, and can be replaced by their equivalent
surface mount components, which can be very small, and have very low metal content. Connection
between the ICs can be done by making a conductive thread PCB embroidered on computer-aided
machines. The ICs would then be attached to the embroidered board with conductive epoxy, spot
welding, thread looping, or other techniques that have been successfully experimented with and
used in the field of E-textiles [25]. In their paper entitled "E-broidery: Design and fabrication
of textile-based computing", Maggie Orth et al. design and test processes of "creating flexible
multilayer circuits on fabric substrates". They proved that highly durable, flexible, and washable
circuits can be constructed using electronic embroidery (e-broidery), and designed packages and
techniques for optimum interconnections [25]. This body of work, in addition to new innovations
and findings in the field, allow for the easy implementation of small, wearable driving electronics
that with proper dispersing and experimentation would be undetectable as well.
6.3 The Battery
The current body suit uses a 9-V battery that is a major problem in terms of its detectability.
Lithium-polymer and lithium-ion batteries may be alternatives and different sizes and capacities
would have to be tested for future prototypes. In December of 2005, the Fundamental and En-
vironmental Research Lab at NEC announced the development of a new "Ultra-Thin, Flexible,
Rechargeable Battery Boasting Super-Fast Charging Capability" [28]. The Organic Radical Bat-
tery (ORB), seen in Figure 6-1, measures 2.1 inches by 1.7 inches by 0.1 inch and weighs less than 1
ounce. It is based on a cell structure similar to a lithium-ion battery, but uses an organic compound
called PTMA. Besides being flexible, environmentally friendly, and having a highpower density (the
ORB delivers considerably more power than a lithium ion battery of the same size), the ORB is a
very attractive option for <random> search because of its (theoretical) low metal content 6-1).
The flexible battery is still under development, and NEC is researching and attempting to improve
its reliability, life-cycle, self-discharging rate etc. before putting it on the market. At the time of
writing, I was unable to get access to any samples of the battery to test in my project. However,
the product seems very promising, and is an indication that the restriction of the battery can be
overcome in a future prototype of <random> search.
Figure 6-1: NEC Organic Radical Battery [28]
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6.4 Conclusions
The idea for <random> search comes from a very personal place. I once traveled to Europe, took
six planes, and was "randomly" searched four times. There are few instances in my day-to-day
life when I feel as exposed and helpless as I do standing, with my legs spread, in the middle of a
crowded airport, while a stranger brushes against my body without looking me in the eyes.
<random> search started as a personal performance project.
There are of course many ways in which U.S. society normativizes the experience of Arab-Americans.
In his memoir, Out of Place, Edward Said speaks of his daily struggle with identity as a Palestinian
who grew up in Egypt, living in the U.S. [38].
"One evening we were sitting on the veranda when my father reached into his jacket
pocket and pulled out a pair of striped stocks. "An American flier gave them to me",
he said. "Why don't you wear them?" It was like a sudden lifeline to better days. I
wore them the next day and the day after with a noticeable lift in my spirits. Yet no
one on the bus really noticed, and the socks had to be washed. With only one pair of
socks to give my claim to being an American any credence, I felt let down brusquely".
--Edward Said, Out of Place
Everyday, Arabs and other members of ethnic minorities and immigrants attempt to fit into Ameri-
can society, often compromising their language, clothing, food, and customs as a result. The airport
though is a special space, both because it focuses fears, after 9/11, specifically onto our bodies, but
also because authoritarian response is so clearly articulated in technologies.
As I researched the topic further, and people took interest, I noticed how important <random>
search is as a technology is if we want to maintain a balanced democracy, open society, and trans-
parent government. I'm a little disappointed that the pressure-sensitive suit does not, at the
moment, offer entire coverage of the body, and I had to implement distinct sensing points because
of time restrictions. Now that I have proven that a comfortable, imperceptible, accurate pat-down
monitoring device can be developed, I hope to build another, more comprehensive one that will
sense touch and pressure anywhere on the body. I also hope to approach the TSA and propose to
legitimize <random> search and allow its use in airports. Of course, my guess is that the TSA will
not approve, giving as justification that the suit would "impede the effectiveness of law enforce-
ment activities" (see 2-1) and hinder terrorist prevention efforts. At the very least, I hope to use
the current (and potential) enthusiasm about the project to engender a dialogue about balanced
democracy, and ask : In a day when most U.S. companies monitor and record customer support
calls for quality assurance, couldn't the TSA do the same?
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